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ABSTRACT

Information hiding is a technique that inserts secret messages into a cover file, so that the existence of the
messages is not apparent. Research in information hiding has tremendous increased during the past decade with
commercial interests. Information hiding techniques that are used today include watermarking and Steganography.
The major concern of watermarking is to protect the ownership of a digital content, while Steganography is to embed
secret messages into digital content so that the secret messages are not detectable. Although many Steganography
techniques have been developed for digital images, most of them are irreversible. That is, the original image cannot be
recovered to its original state after the extraction of secret data. A lossless or reversible Steganography is defined as an
original image can be completely recovered from the stego-image after the embedded data has been extracted.
This technique has been focused on spatial uncompressed domain recently which include Least Significant Bit algorithm
(LSB), and is considered more challenging to carry out in the compressed domain. In this, we propose a lossless,
compressed domain Steganography technique for compressed images based on the Discrete Wavelet Transform (DWT).
The stego-image preserves the same image quality as the original compressed images. The results taken with the help of

both approaches (i.e. software and hardware) are differing by some little values.
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INTRODUCTION

The word Steganography is originally composed of two Greek words steganos and graphia, means
"covered writing". The use of Steganography dates back to ancient times where it was used by romans and ancient
Egyptians. Steganography is the art and science of hiding secret data in plain sight without being noticed within an
innocent cover data so that it can be securely transmitted over a network.[2] Any digital file such as image, video, audio,
text or IP packets can be used to hide secret message. The file used to hide data is referred as ‘cover object’ and the term

‘stego-object’ is the file containing secret message. [1]

We are using image to hide secret data because among all digital file formats available nowadays image files are
the most popular cover objects. [1] As they are easy to find and have higher degree of distortion tolerance and high hiding
capacity due to the redundancy of digital information representation of an image data. [1] There are a number of
Steganographic schemes that hide secret message in an image file; these schemes can be classified according to the format
of the cover image or the method of hiding. We have two popular types of hiding methods; spatial domain embedding and

transform domain embedding.

This technique has been focused on spatial uncompressed domain i.e. Least Significant Bit algorithm (LSB).
The basic idea in LSB is the direct replacement of LSBs of noisy or unused bits of the cover image with the secret message

bits. It is simple to implement offers high hiding capacity, and provides a very easy way to control stego-image quality [3]
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There are many transforms that can be used in data hiding, such as the discrete cosine transform (DCT), the
discrete wavelet transform (DWT) and the discrete Fourier transform (DFT). We propose a lossless, compressed domain
Steganography technique for compressed images based on the Discrete Wavelet Transform (DWT). The secret message is
embedded into the high frequency coefficients of the wavelet transform while leaving the low frequency coefficients sub
band unaltered [9].

DISCRETE WAVELATE TRANSFORM (DWT)

A fast computation of wavelet transforms which is easy to implement and reduces the computation time and
resources required is DWT which based on sub-band coding. [6] DWT stores the information in an image and removes
noise efficiently. Wavelets are nothing but localized waves. They have their energy concentrated in time or space for

analysis of transient signals. [1]

We are having different types of wavelet families such as Haar, Daubechies4, Coifletl, Symlet2, Meyer, Morlet,

Mexican Hat etc Based on application one can use the type. We used Haar Wavelet transform in this case.
Haar Wavelet Transform

We are using Haar Wavelet type because it is the simple among all. In this the low frequency wavelet coefficients
are generated by averaging the two pixel value.[10] High frequency coefficients are generated by taking half of the

difference of the same two pixels.[1]

The four bands obtained are LL, LH, HL, and HH which is shown in Figure 1.

LL LH

Image H L
HL HH

Figure 1: Image and its Transform Domain Bands
The LL band is known as approximation band, consists of low frequency wavelet coefficients, which consist of
significant part of the spatial domain image. The other bands are called as detail bands which consist of high frequency

coefficients and contain the edge details of the spatial domain image.[1]
Step 1: Column wise processing to get H and L[1]
H=(Cs-Ce) (1)
L=(Ce-[H/2]) 2
Where Co: odd column, Ce: even column pixel values.
Step 2: Row wise processing to get LL, LH, HL and HH,
Separate odd and even rows of H and L,[1]
Namely, Hygq— 0dd row of H
Loge— 0dd row of L
Heven — €ven row of H

Leven — €ven row of L
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LH=Logc—Leven ®)
LL=Leyen—LH/2 (4)
HL=Hogq—Heven (5)
HH=Hqyen-HL/2 ©)

LEAST SIGNIFICANT BIT (LSB) ALGORITHM

LSB is the most preferred technique used to hide the data because it is simple to implement and have high hiding
capacity. Also easily control stego-image quality. [3] In LSB we directly replace LSBs of noisy or unused bits of the cover
image with the secret message bits.[1]

LSB technique has low robustness to modifications made to the stego-image such as low pass filtering and
compression [5] and also low imperceptibility. To overcome the robustness and imperceptibility found in the LSB

substitution techniques the transform domain technique DWT is used.[1]

In this paper, an image file with ‘jpg’,”.bmp’,’png’ extension has been selected as host file and the LSB of that
file should be modified without degrading the image quality.

There are 3 types of this algorithm:
e 2 pixel per character
e 4 pixel per character
o 8 pixel per character

As move on from first type to last type the data hiding capacity decreases but quality of image increases. In this
paper 4 pixel per character type is used.[1]

SOFTWARE APPROACH
Embedding
Cover DWIT Embedding IDWT Stego
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Figure 2: The Flow Diagram of Proposed System
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axes (handles.axes3) ;
imshow (steim, []) ;
title('stego Image');
handles.steim=steim;
~guidata(hobject, handles) ;

% --- Executes on button press in tran|
I~ function transform‘z‘.callback(hobject,
=% hobject handle to transform2 (see

% eventdata reserved - to be defined
% handles structure with handles an|
si=handles.steim;

[11 1h hl hh]=forward_lift(si);
1l=round(11) ;
helpdlg('Process Completed');

handles.11=11;
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o
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Step 1: First we take input image as cover image in .jpg format as shown in Figure 3

Step 2: Then apply discrete wavelet transform mechanism to compress the image as shown in Figure 4
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axes (handles.axes3) ;
imshow (steim, []) ;
title('Stego Image');
handles.stein=steim;

-~ guidata(hobject, handles);

% --- Executes on button press in tran
~ function transform? Callback(hobject,
—% hobject  handle to transform? (see

% eventdata reserved - to be defined
% handles structure with handles an

si=handles.steim;

{11 1h hl hh]=forward lift(si);
11=round(11) ;

helpdlg('Process Completed');
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Step 3: With the help of LSB algorithm, embed the secret data and compress image which is shown in Figure 5
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219 function embedding Callback (hobject, &
220 % hobject  handle to embedding (see
221 % eventdata reserved - to be defined
222 -% handles  structure with handles an
223

224-  Y=handles.ll;

225-  lenchandles.len;

226~  F=handles.F;

227-  i=l;

228 = “while i <= len

229 = [v(i,1),¥(1,2),¥(1,3) ,Y(1,4)]=
230 - i=itl;

231~ -end

232- n = length(F);

233~ | helpdlg('Embedded process completed');
234 % axes(handles.axes3) ;

235 % imshow(Y,[]);

236~ | title('Embedded image');

Figure 5
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Step 4: After embedding apply IDWT to get stego image at transmitter side as shown in Figure 6

B Editor - F:\Project\Codinglimage stegnography\dwt based image stegnography\dwt based image stegnographybwith guilguim
e ol et o el oo Debi Desive SN e SN
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: bad f} B9efe ‘) "‘« whp-2RAR DWT Based Image Stegnography
‘ [=lo J+ [+ x| 0 input image Dt image Stego Image

220 [% hobject handle to embedding (see

221 % eventdata reserved - to be defined
222 -% handles structure with handles an|
223

224 - | Y=handles.ll;
225's len=handles.len;
226~ | F=handles.F;

2o i=1; :
228 - [lwhile i <= len f
229 [¥(2,1) ¥(4,2)  ¥(2,3) ¥4, 917
230 - i=i+l; _m
231~ end
230 - n = length(F); Secret Data MSE :l
233~ | helpdlg('Embedded process completed') ; :] [ Excion J PSER |
234 % axes(handles.axes3) ;
235 % imshow (Y, []) ;
236~ | title('Embedded image');
Figure 6

Step 5: Exactly reverse process is done at the receiver side. On stego image apply DWT.
Step 6: Then we are extracting secret data from stego image.

Step 7: In validations we are calculate the MSE and PSNR values as shown in Figure 7

‘ Editor - F:\Project\Coding\image stegnography\dwt based image stegnography\dwt based image stegnographylwith guilgui.m
Fle Edt Tet Go Cel Tools Debug Desktop Window Help
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B -0 [+ s x40

19 T[Tfunction eﬁBedq:.ng_“Cavllback(h05]ect, e'I

220 [1% hobject  handle to embedding (see
221 % eventdata reserved - to be defined
222 % handles structure with handles an|
223
224- | Y=handles.ll;
225~  len=handles.len;
226~ | F=handles.F;
227- il :
228 - [while i <= len —Extraction Process
229 - [¥(1,1),¥(1,2),¥(1,3),Y(1,4)]5
230 - i=itl; -m
231~ -end
232- n = length(F); SecrlDat MSE  [omar |
Extract I
233~ | helpdlg('Enbedded process completed') o) PSR | rasins |
234 % axes(handles.axes3) ; Validation
235 % imshow (Y, []);
236~ | title('Embedded image');
Figure 7

With software we are getting the MSE and PSNR values as 0.001419 and 76.61% respectively.
Now we are running same concept with the help of hardware that means using Advance DSP BF532 processor.
HARDWARE APPROACH

Figure 8 shows the hardware interface of the system. We are using BF532 processor. There are two parts of the

process first part is embedding and other is extraction.[1]
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Figure 8: The Hardware Interface Diagram

From personal computer we are getting input image as cover image then giving that to processor It process that

image. In that firstly it compress the image with the help of Discrete Wavelet transform (DWT).Then in that compressed

image embed the secret data which we have to passed to get stego image. This embedding process is done with the help of

Least Significant Bit (LSB) algorithm. Then apply Inverse Discrete Wavelet Transform (IDWT) to get Stego image. [1]

Extraction

After getting stego image at transmitter, at receiver exactly reverse process is done. On stego image apply DWT

then extract secret data. Finally we get our original image.[1]

We have taken some snapshots of project demo

(hardware approach) also calculate the Mean Square Error (MSE) and Peak Signal to Noise Ratio (PSNR) values as shown

in Figure 9,10,11.[1]

PENR

Select the Cover Image

User selected F:\project swa\final dewo\lena.png
Enter the message--->hih

File Edt View Insert Tools Deskiop Window Help

=1olx|

Daca seccion is comleted [SEZO @R @ @™ @0 E| "D

Opening the SerialPOrt with E

MATLAB and BFS32 are synchrc

Wait ..stego image is being

Input Image Stago Image

stego image iz sent...
stego inage sent vime-->4.2¢
Wait ..message i3 being Sent

message i3 sent
Retrieved Mag is:-->hih
Ret Msg is Received Properls

Ret image is Received Proper
0.0938

58.4111

>>

Figure 9: Snapshot of Lena Image
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Figure 10: Snapshot of Flower Image
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Figure 11: Snapshot of Rose
VALIDATIONS

The performance of stego image is measured with two parameters namely, 1.Mean Square Error (MSE)
and 2.Peak Signal to Noise Ratio (PSNR).

e The MSE is calculated by using the equation,

z [Iq(m,m)— T fm,rﬂfz
MSE = 4N

M*N ©)
Where M : number of rows and N : number of columns in the input image.[1]

e The PSNR calculated using the following equation:

2

R
PSNR =101
&2l [ MSE

@)
Where R is the maximum fluctuation in the input image data type.[1]

As we know ideally MSE value should be small and PSNR value should be very high, we get results for MSE and

PSNR values near to ideal values in software approach compared to hardware approach.
Table shows MSE and PSNR values 3 different images.

Table 1: Some Experimental Results for Software Approach

Sr.No. | Image MSE PSNR
1 Lena 0.001419 | 76.61%
2 Flower | 0.0139771 | 66.6766
3 Rose 0.0230713 | 64.5001

Table 2: Some Experimental Results for Hardware Appraoch

Sr.No. | Image MSE PSNR
1 Lena 0.0938 | 58.411
2 Flower | 0.0859 | 58.7890
3 Rose | 0.0830 | 58.9396
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CONCLUSIONS

In this paper we consider both software as well as hardware approaches. We get results for MSE and PSNR values

near to ideal values in software approach compared to hardware approach. The results taken with the help of both

approaches (i.e. software and hardware) are differing by some little values that mean we get near about same results by

both ways.
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